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ABSTRACT

Cyber space is witnessing the emergence of
a new type of criminality: persistent attempts to
contact someone that makes them feel
uncomfortable. This new offence isreferred to as
“cyber stalking.” The author has sought to
address the issue of cyberstalking, a freshly
established phenomenon. After talking about
cyberstalking, the author clarifies the differences
between it and physical stalking. The Information
Technology Act of 2000 and the Indian Penal Code
: of 1860 are the two |legidlative provisions that the
Author author of this paper will discussin great detail. It
Udit Agnihotri is imperative to €lucidate the limitations of these
clauses and their correlation with cyberstalking.
Concerns of jurisdiction and enforcement in
relation to cyberstalking will also be covered in
this lecture. Since “prevention is better than cure,”
) the author will offer some suggestions and
shodhsamagaml@gmail.com preventive actions that people can take before the
study ends.
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‘ INTRODUCTION

‘ The term “cyberstalking” refers to the criminal

activity of agtdker usng socid mediaand other online
networksto conduct illegal and unlawful monitoring.
Stalking isdefined as unwelcome and/or persistent
observation of another person by an individual or

Plagiarism Checker X - Report
Originality Assessment

0 .
overall simiarity: 390 group under section 354D of the IPC.It frequently
e e hasto dowithintimidating and harassing thevictim,
Statistics: 83 words aglarized / D Total woras . . . -
Remarks: Low similarity detected, check with your supervisor if changes are required and |t Coul d | I’IVO|V€SpyI ng On them and physcal Iy

pursuing them. The term “stalking” alone denotes

s illegitimacy, which makesit aterriblecrime. Assuch,
' cyberstalking automatically qualifies as a serious
i offence.
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The word “cyber” refers to anything having to do with computers or computer networks, such as the
internet, but the phrase “stalking” relates to the unlawful act of watching someone. This word doesn’t convey
aredly novel idea. Both theideaand the practise of onlineinteraction and communication emerged asthefield
of interaction and communication advanced.

L egislative Framework and its Shortcomings

Inthissection, theauthor will focusonthelegidativeprovisonspresent in Indianlegidation, specificaly
inrelation to the Information Technology Act of 2000 and the Indian Penal Code of 1860. Therelationship
between these clausesand cyberstal king, aswel | asthe specific sectionsthat permit charging offenders, must
beexplained. Legidatorsin Indiaview women astheweaker membersof society, which leadsthemtofocus
every statute on protecting women. Thisresultsin gender-biased | egidlation. Thereare no provisionsthat
directly address cyberstalking. However, the author has made an effort to provide clarification on afew
sectionsof the Information Technology Act and the Indian Penal Codethat arerelevant to thisoffence. The
clarification has been given regarding. Let’s get into more detail about the cyberstalking regulations in India:

The first definition of “stalking” is found in IPC Section 354D. It says thus in its entirety:

Staking occurswhen aperson tracks down awoman and makes repested atemptsto establish persona
contact with her, even when thewoman makesit obviousthat sheisnot interested; or when aperson keeps
an eyeon how awoman usestheinternet, email, or any other electronic communication tool;

The sectionwasinserted by the Criminal Amendment Act of 2013 in responseto the Delhi gang-rape
case. Thissection addressesstdkinginbothitsconventiona and onlinemanifestations. Thevariety of behaviours
that make up the “stalking” crime is described in this section. It’s clear from the Section that attempting to
monitor awoman’s online activities would be seen as stalking. Therefore, if the stalker participates in any of
the behavioursspecifiedin Provision 354D of thelndian Pend Code, hewill beheld guilty of an offenceunder
that section.

Thissection hasalot of mistakes. Firstly, it ignores the notion that men can a so be victims, only
acknowledging “women” as victims. This provision states that attempting to monitor awoman’s use of the
internet, email, or any other € ectronic communication deviceisprohibited. Thetermfor thisactivity is
“cyberstalking.” It is obvious that it focuses only on women. It’s the laws that discriminate against women.
Secondly, the lawmakers have not mentioned the “means of monitoring.” Even if someone behaves
unintentionally, they could still beconsidered astalker.

Second, the IPC’s Section 292 defines “obscenity.” Cyberstalking is defined as sending sexual materials
to a victim via email, texting, social networking sites, or other channels. As to the Indian Penal Code’s Section
292, sending pornographic material over theinternet with theintention of depraving thevictiminthe hopes
that thevictimwill read, see, or hear it isconsidered an offence by the stalker.

Thirdly, Section 507 of the IPC includes “criminal intimidation via anonymous communication.” This
clausestatesthat it isunlawful for astalker to attempt to hide hisidentity fromthevictim and keep theminthe
dark about thesourceof thethreet. Thus, it ensuresanonymity, whichisanecessary component of cyberstalking.
Thisclausewill find thestalker guilty if they attempt to conceal their identity.

Fourthly, Section 509 of 1PC relatesto modesty of women reads asfollows:

“Any statement, gesture, or action meant to belittle a woman’s modesty. Anyone who utters a remark,
makes a sound or gesture, or displays an object with the intention of offending a woman’s modesty and
hoping that the woman will hear it, see it, or feel that it invades her privacy will be punished...”*

Astalker may be reported under this provision if their actions interfere with the woman’s right to
privacy by any gesturesthey makeor by saying thingsin emails, messages, or on socia media. Hewill be
guilty of an offence under Section 509 of the Indian Penal Codeif heengagesin any such actions.

Therearemany issueswith Section 509. Among themarethefollowing: itisaprovisgonthat isdiscriminatory
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against women because it only highlights a woman’s modesty, despite the fact that males can also become
victimsof cyberstalking, whichisacrimethat affects people of all genders. Thissectionrequiresthat the
words, sound, or gesture be spoken, heard, or seen, respectively. Because sound, gesture, and words cannot
be heard or spoken online, cyberstal kers can easily evadethe punishment detailed inthissection. Lastly, itis
not possible to conclude that the woman’s modesty is being disparaged based on remarks seen online.

Fifth, Section 292 of theIndian Pena Codeisduplicated in Section 67 of the Informati on Technology
Act, 2000. Publication of pornographic material in “electronic form” is the subject of this section. Therefore,
internet stalkingisincluded inthisarea. According to Section 67 of thel T Act, astaker isguilty of an offence
if heattemptsto disclose any pornographicinformation about thevictim on socid mediaor ineectronicform
withtheintention of intimidetingthevictim.

Sixth, aportion of the offenceof cyberstalking iscovered by Section 67A of the Information Technology
Act of 2000. Thissection wasinserted following the 2008 amendment. It declaresthat astalker will befound
guilty of an offence under Section 67A of the I T Act and will facethe appropriate penaltiesif he seeksto
disseminate any “sexually explicit” material in electronic form, such as through emails, texts, or social media.

Seventhly, anewly added section of the Information Technology Act of 2000is Section 67B. Amendment
Act of 2008 introduced anew section. This section focuses on instanceswhere stalkerstarget minorsunder
the age of elghteen and disseminateimages of youngsters having sex with theintention of frightening the
minors.2

The stalker may breach the victim’s account and post private images of the victim on social networking
sites in an attempt to induce anxiety and depression in the victim’s mind. It would be prohibited to publish or
take pictures of someone else’s private behaviour without that person’s authorization, as stated in the two
aforementioned provisions. However, because Section 66E refers to the victim as “any individual,” it is more
inclusive than Section 345C, which exhibits some gender discrimination. Section 354C requiresthat the
victim bea “woman.”

Thependtiesunder thel T Act aresignificantly harsher, eventhoughdl offlinerulesa so gpply todigita
media. Thisisimportant. Infact, itisimportant to recognisethat thel T Act placesastrong emphasisonthe
bodies and sexualities of women: Section 66A of the Act addresses a broad category of “offensive messages.”

The Cyber Stalking issueand the defamatory or threatening communications conveyed by the stal ker
through SMS, phone calls, emails, or blogs published under the victim’s name are not specifically covered by
the Information Technology Act, 2000, or the Indian Penal Code, 1860. Whilethereisno specificlaw that
addresses this particular offence, the perpetrator may be punished under some of the provisions of the
aforementioned Acts. Thiscrimeisincredibly ssimpleto do, yet the consequences are severeand long-lasting.
Both the victim’s physical and emotional health may be severely impacted.®

Constitutional Framework and Enforcement Problem

Themainissueof territorid jurisdictionisnot sufficiently addressed by ether the Information Technology
Act of 2000 or the Information Technology Amendment Act of 2008. In additionto other sectionswherethe
topic of jurisdiction has been raised, Sections 46, 48, 57, and 61 address the adjudi cation process and the
appellate procedure. More details regarding police officers’ rights to search and enter public areas in relation
to cybercrimesand other occurrences can befound in Section 80. Cybercrimesare crimescommitted usng
computers, and if someone hacksinto an email account belonging to someonewho livesin another state or
country, it might be difficult to determinewhich PS. should be held liablefor an offence.

Thesolutionto the problem might liein the extradition agreement between thetwo nations. The offender
will besent back to the country wherethe crimewascommittedif thereisan extradition agreement in existence
between the two concerned nations. Therefore, if there is an agreement between the victim’s country and the
stalker’s country, there won’t be any enforcement concerns in the case of cyberstalking as well.
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The primary issuethat emergesiswhenthelawsof two different nations clash. Theremay beinstances
where a stalker’s actions are punishable in one nation but are not considered crimes in another. We refer to
thisasaJurisdictiond Issue. Theissue of enforcement d so surfacesin these situations. Cooperation between
thetwo nationsisnecessary under thiscircumstance. Thisisthepoint at which extradition lawsarerelevant.

The Information Technology Act’s Section 75 confers “extraterritorial jurisdiction” over India. This
clausemakesit clear that evenif acrimina isnot an Indian citizen, they will still bebound by thelnformation
Technology Act’s standards whether their crimes were committed inside or outside of India. as long as the
offenceisconnected to Indian computer networksor systems. Indian lawstherefore only partialy solvethe
enforcement issue.

One of thefeaturesof cyber stalking isanonymousidentity of the stalker. There has been asuggestion
to put restrictions on keeping theidentity anonymous. This, however, appeared to be adebatabletopic as
amost thelawsof every country ensure Freedom of Speech and putting restrictions on anonymousidentity
would beviolative of thisfreedom. Inthe casesof In Re RamlilaMaidan Incident v. Home Secretary* and
SaharalndiaRedl Estate Corp. Ltd. v. Securities& Exchange Board of India’the court held that the freedom
of speech and expression as provided under Article 19(1) (@) isnot an absol uteright.

CONCLUSION

Theintroduction of theinternet and the ensuing devel opmentsin communication haveledtoamarked
riseinthenumber of crimesreated to theinternet, aswell asan increasein thecomplexity of thesecrimes. The
legd framework pertainingto cybercrimesisnot exhaustive. Many provisionsareregularly enforced through
amendments. Beforethe Information Technol ogy Act of 2000 was devel oped, thefight against cybercrimes
wastotaly undefined. Sincethe changes, though, it hasbeen used honourably to providevictimsof cybercrimes
such cyberstalking with al of thelegal remedies. Thus, people believe that asthese computer networks
expand, strict regulationsgoverning behaviour on theinternet will likewisebeimplemented, transforming the
internet.

Notwithstanding, peopleought to exerd se prudenceand salf-awarenesswhen sharing privateinformation
online. Watch what they do, and don’t give any personal information to strangers. However, proper laws
addressing the avoidance of cyberstalking need to be drafted. Legal provisions must betakeninto account
while putting preventative measuresinto action.

It isquitetrueto say that the only way to change the current situation isto replace the antiquated
method of treating it with a new, effective model. The term “cyberstalking” is quite recent. The legislators and
courts have been increasingly cognizant of it recently. It hasbeen felt in many circumstancesthat effective
legidationisrequired sinceit becomesvery chalenging for the enforcement agency to handle such cases. It
has been demonstrated that cyberstalking is a serious offence. Both the victim’s mental and physical well-
being are severdly damaged.
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