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ABSTRACT

Recently India has been victimto numerous
information warfare attacks, mostly in the cyber
domain due to the vulnerabilities in the active
infrastructure. There have been a many incidents
where sensitive Government and defence forces
systems have been compromised and information
has been stolen. A group called Pakistan Cyber
& Army hacked the Central Bureau of Investigation’s

Authors website in December 2010. The same group

, hacked into the Bharat Sanchar Nigam Limited’s

V. V',Shal’ Research Scholar website a few months later. In 2012, after the
G,'”Sh Sharma, PhD Assam violence social media was used to spread
E-mail : v.vabhav@gmail.com hate messages which caused the mass departure
of North East people from Bangalore and other
major citiesin India. Such incidents have always
raised fear over the security setup and defence
machinery of the nation to react to new ways of
fighting war in the recent times. Joint information
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Originality Assessment “Successful warfare is all about and has always
oversismarey: 396 beenall abou?— acquiring'and exploiti ng informatiqn.”
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aproblem created by one company and the operations
of many internationd firms, Banks, and other reputed
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ingtitutionscameto agrinding halt. Thiswasdueto asmal software glitch by company name Crowdstrikein
which provide security updatesfor Microsoft systems. An I T outage waswitnessed by theentireworld and it
showcased that the capabilities of Information Warfare. Information Warfareisthe cost effective solution for
non-linear and exponential results. Back in 2007, Estonia, atiny former Soviet republic, wastargeted and
faced new type of warfare and attacks. Some unknown bunch of techies, far away fromthemainland started
targeted and concentrated cyber-attack onits1T systemswhich caused stoppage of critical sectorssuch as
banking and power. It continued for three days and essential systemshalted. It was a perfect example of
Information Warfarewherein one country made adeliberate attack onthecritical systemsof other country
known asaDédliberate Denial of Service(DDoS). It showcased theworld the effectiveness of Information
Warfare. Both the above cases showcased the capabilities of Information Warfare. It isnow possibleto
addressthe question of what capabilitiesareintegrated by Information Warfare. These capabilitieswill be
further categorised aseither core, supporting or related.

Core Capabilities

These arethose capabilitieswhich areessential to the conduct of IW by providing critica operational
effectsor preventing theadversary from doing so. The core capabilities of Psychol ogical Operations(PSY OP),
Military Deception (MILDEC), Operations Security (OPSEC), Electronic Warfare (EW), Space Operations,
Cyberspace Operations (CO) and Computer Network Operations (CNO) form the foundation for 1W.
Whilenot every activity conducted withinthese capabilitiesisInformation Warfare (IW), they dl contributeto
the achievement of IW objectives.

Psychological Operations (PSY OP)

PSY OPS are planned operationsto convey selected information and indicatorstoforeign audiencesto
influencetheir emotions, motives, objective reasoning, and ultimately the behaviour of foreign Governments,
organisations, groups and individuals. The purpose of psychological operationsistoinduce or reinforce
foreign attitudes and behaviour favourable to the mission’s objectives. Role of media is also essential in the
PSY OPS. Every actionisnow scrutinised infront of live cameraon a24-hour basis. The mediareporting of
the 26/11 Mumbai attack isacasein point. During the Kosvo operations, in addition to protecting their
tactica forces, the Serbs used deceptionto influencethe mediareporting on the conflict. Examplesof such
mani pul ation included the Serbs escorting reportersto non military targetshit by NATO aircraft but not to
military targetsin an effort to discredit the NATO success.

Military Deception (MILDEC)

It consists of actions executed to deliberatel y mislead adversary military decision makersasto own
military capabilities, intentionsand operations. Thusit causesthe adversary to take specific actionsthat will
contributeto theaccomplishment of own mission. Deceptionisto limit theaccessand manipul ateinformation.

Operations Security (OPSEC)
Thiscan bedefinesastheidentification of own or friendly information, knowledge of which can be of
importance to theenemy. The measuresthat impact OPSEC are:
»  Counter-Intelligence.
> Information Security (INFOSEC).
»  Transmisson Security (TRANSSEC).
»  Communication Security (COMSEC).
> Signal Security(SIGSEC).
Electronic Warfare (EW)
EW isaprocess of using € ectromagnetic spectrum for owry friendly benefit and devoid enemy of the
same. Thethreesub-divisionswithin eectronicwarfareareasfollows:
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Electronic Counter Measure(ECM)

Electronic Countermeasures are the actions taken to prevent or reduce the enemy’s effective use of the
€l ectromagneti ¢ spectrum. Two magor actions of ECM arejamming and deception.

Electronic Counter Counter Measure (ECCM)

ECCM isthepart wherein usage of e ectronic warfare doneto prevent own and friendly systemsfrom
effects of enemy deployment of e ectronic warfarethat reducesthe own/friendly combat capability.

Electronic Support Measure (ESM)

Electronic Support Measureisthat part of electronic warfareinwhich actions are taken to search,
intercept, locate, record and ana yse € ectromagnetic waves, to exploit those EM wavesfor friendly operations.

Cyber space Operations

Cyberspaceisaworld-wide sphere within theinformation environment. Cyberspace Operationsisthe
usage of cyberspacewith theaimto gain advantage and restrict others using the medium of cyberspace.

Space Operations

Spacecgpabilitiesareas gnificant forcemultiplier whenintegrated with joint operations. Spacecagpabilities
have caused apparent shrinking and dissolving of boundaries, compression of timeand near instantaneous
ingghtinto thehappeningsaround theglobe. Space operationssupport IW through the spaceforce enhancement
functionsof intelligence, surveillance, and reconnai ssance, missilewarning, environmental monitoring, satdllite
communications, and space-based positioning, navigation, and timing. These core capabilitiesare supported
by five additiona or Supporting Capabilitieswhich provideadditiona, though lesscritical, operationd effects.
These are Counterintelligence (Cl), Combat Camera(COMCAM), Physical Attack, Physical Security, and
InformationAssurance(IA). Finally, three additional Related Capabiilitiesof PublicAffairs(PA), Civil-Military
Operations (CMO), and Defence Support to Public Diplomacy (DSPD) contribute to the accomplishment of
the W mission. Theseactivities often haveregul aory, statutory or policy restrictionsand limitationsregarding
their employment which must be observed.

CONCLUSION

Informati on has been recogni sed asastrategi c resource which must be effectively managed to maintain
acompetitiveand evol utionary advantage. It hascritica rolein reducing uncertainty, structuring complexity
and generating greater situational awareness. Any action taken in theinformation domain can leverage
tremendous effectsin the physical domainsof resources such asmaterial, personnel and financeaswell as
more abstract domains such as belief systems. It al so extends the range of new optionsfor aplanner or
decision maker. The use of communi cationsand informati on technologieswill dlow fast operationseitherina
regionor globaly. Yet dthoughinformationisincreasingly critica for success, al theinformationintheworld
isusdlessunlessit contributesto effective decision makingin combat. Asinformation isbecoming moreand
moreavailableinadigital format, ever increasingly powerful computational processes permitscompletely
new formsof military endeavoursthat will require new organisations, activities, skillsand mandates.
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