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ABSTRACT

ORIGINAL ARTICLE A 2018 study by the National Crime Records
Bureau (NCRB) found that stal king incidents occur
in India at least once every fifty-five minutes.
Offenders have a great potential to misuse cyber
technology, even while this widespread cyber
devel opment opens up new avenues for knowledge
acquisition. Asthe number of internet usersrises,
stalking has also become more common in the
online community, where it is now referred to as

“cyberstalking,” “e-stalking,” or “online

stalking.” In addition, a number of software

Authors programs, such as spyware and stalk ware, are now
NarendraKumar Thapak, Ph.D. readily accessible and can be used to misuse
Udit Agnihotri, Research Scholar technology and carry out covert monitoring

without a person’s knowledge or agreement. It is
noteworthy that a recent study discovered that the
crime of cyberstalking increased significantly
during the 2020 COVID-19 shutdown period.
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INTRODUCTION

The term *“Star-Stalking” refers to stalking

‘ behavioursthat were morefocused on cel ebritiesby

\ their fansinthe early 1990s.* Crimina activity has

spread to the virtual world these days, and it isno

Plagiarism Checker X - Report longer exclusiveto the physica world. Theeveryday
Originality Assessment routines of human life have undergone remarkable
P ., transformationsasaresult of cyberspaceinthisdigital

i ans age. Originally devel oped for the benefit of society

Statsitce: 227 words Plagletend | 2725 Tolal wards and to improve people’s comfort and lifestyle,
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information and communication technology has
progressively evolvedintoatoal for crimind ambitions.
2Thethreeasof cybergpace anonymity, authority, and
attention not only draw criminalsbut dso giveregular
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individualsachanceto indulgetheir darker sideand havefun.®

These stalkers typically want to get inside their target’s personal space. By the form of persistent
emails, texts, obnoxious phone calls, or any other method, cyberstalkers attempt to track their target’s every
action. However, theright to privacy being an international human right has been well recognized by the
Universal Dedlaration of Human Rights* since 1948 aswel | asunder the Internationa Covenant on Civil and
Political Rights® since 1966. The Indian Supreme Court has since unequivocally confirmed that theright to
privacy isan essential component of thefundamenta rightsprotected by Article 21 of thelndian Congtitution.®
“Just because a person is in a public setting does not indicate a loss or surrender of private,” the Supreme
Court noted in this context. One essential component of a person’s personal dignity is their right to privacy.
Therefore, inadditionto causing thevictimto fedl threatened and grieved, this cyberstalking behaviour also
breachesthe r fundamenta human rightsto privacy, dignity, and persond liberty.

Cyberstalking isthepractice of stalking or harassing aperson, group, or organization over theinternet
or other technol ogical methods. Al devel opments have made this problem worse by making cyberstalking
tacticsmore complex. By automating and improving stalking activities, artificial intelligence (Al) can help
offendersobtain persona data, monitor movements, and even forecast behaviour. Because of this, safeguarding
people’s digital privacy has become more difficult. Protecting personal data and information from misuse and
unwanted accessisknown asdigital privacy. BecauseAl systemscan handlelargevolumesof datarapidly
and efficiently, which could result in privacy breaches, therise of Al hasmadeeffortsto protect digital privacy
moredifficult. Al-powered sol utionsare ableto monitor digital .

Whilethecurrent legd framework in Indiacoverssomeaspectsof digita privacy and cyberstalking, it
might not be sufficient to handletheissuesraised by artificia intelligence. Section 354D of the Indian Pena
Code (IPC), for example, makes repeated attempts to contact or monitor someone without that person’s
consentillegal. Thissection explicitly targetsstalking, including cyberstalking. ‘Furthermore, the Information
Technology (1T) Act, 2000, has clausesthat penali ze the di ssemination or publication of pornographic materia
aswel asviolationsof privacy and confidentiality.® To better protect people’s rights in aworld that is becoming
moredigital, adjustments may be necessary, neverthe ess, given the speed at which Al isdevel oping and the
intricacy of cybercrimes. Thiscould entall improving enforcement procedures, raising awareness and educating
peopleabout digitd privacy and cybersta king, and revising current legid ationto addressemergingAl-driven
risks. It isevident from analysing therel ationship between artificial intelligence, cyberstalking, and digital
privacy intheframework of Indian law that, despite advancements, much more hasto bedoneto guarantee
that people’s rights are sufficiently safeguarded in the digital era.

Intheframework of Indian law, thisArticle examinesthere ationship between artificia intelligence,
cyberstalking, and digital privacy. It looksat theexisting lega system, how well it handlestheseissues, and
whether any changes are necessary to protect people’s rights in a world that is becoming more and more
digitd.

The Legal Situation in Other Nations

Instead of having particular |lawsto prevent cyberstalking, most countriesuse generd laws (asapplicable

incasesof blackmail, extortion, threets, defamation, outrage of modesty, harassment, theft, invasion of privacy,

onlineimpersonation, hacking, etc.) to prosecute cybersta kers.® However, thefollowing andyssonly considers
the position of industridized nationslikethe United States and the United Kingdom:

. Satusof theLawintheUnited States: Section 2261-A sub-section 1 of Title 18, United States
Code(U.S.C.), afederd statute of the United Statesof America(USA), addressestraditional stalking,
whereas Section 2261-b expressly makes “cyberstalking” a crime. Cyberstalking violators face a
maximum pendty of 20 yearsinjail, amaximum penalty of 10 years, amaximum penalty of 5years, or
a fine based on the victim’s injuries under Section 2261-b. Other rules, such as those pertaining to
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threatsand extortion, may aso berelevant againgt cyberstalkersin addition to thisspecific clausefor
“cyberstalking.”%°, offensive or persistent phonecdls?, cregtion of child pornography, luringor pressuring
ayoungster, hacking into acomputer, etc. Moreover, the recent issue of cyberstalking prompted an
amendment to the Federal Telephone Harassment Statute, 1934, in 2006. A broader definition of
telecommuni cation devicesnow includes any software or devicethat usestheinternet for communication.
Additionally, it imposesatwo-year jail sentencefor using atelecommunicationsdevicethat annoys,
abuses, or threatens someone.*?

Inthe United States, cyberstalking issubject toacivil remedy. IntheUS, thereisacivil remedy for
cyberstalking. Therefore, in addition to whatever other incidenta restrictionsthecourt determinesare
appropriate, acivil injunction order prohibitsthe stalker from getting in touch with you ever again. The
court may also bring acontempt of court proceeding against the offender if aviolation occurs.Asa
result, acivil injunction order forbidsthestalker from contacting you again, aswell asany other incidenta

ordersthe court deems appropriate. If aviolation does place, the court may also fileacontempt of

court case against the offender.®

TheU.S. Department of Justice hasissued guidelinesthat advisevictimsof cyberstalking to save any
emails, messages, and other correspondence as evidenceto hel p prosecute the perpetrator. The actua
€l ectronic copies, not Ssmply printouts, must be kept at the sourceand cannot be atered in any manner.
Additionally, it requiresInternet service providers (ISPs) and Government enforcement to maintain
detailed records of all communications. Itisimportant to keep track of every report you submit to any
agency or provider and to get copiesof theofficial reportswhen you need them. 4

[I. LawsintheUnited Kingdom: IntheUK, thereisnot any specia rule against cyberstalking; instead,
thereareafew general statutesthat combat the crime. Theseare(1) The Protection from Harassment
Act,® 1997 (ii) The Malicious CommunicationsAct,1988 (iii) The Computer MisuseAct,” 1990
(iv)The Crimeand Disorder Act,*® 1998 (v) The CommunicationAct,* 2003; (vi) The Serious Crimes
Act,®2007; (vii) TheCrimina Justiceand CourtsAct?, 2015 in additionto anumber of other laws.
Thefollowingisan enumeration of thefew most pertinent provisons:

The Protection of FreedomsA ct of 2012 revised the Protection from Harassment Act of 1997, adding
two new stalking-specific provisions (sections 2A and 4A), which may a so apply to cyberstalking.
Although the terms “stalking” and *“cyberstalking” are not defined explicitly, Section 2A(3) lists specific
actionsor inactionsthat would qualify as stalking and stipul atesthat offender facesamaximum 51-
week jail sentence, alevel 5fine, or both if found guilty in summary. In addition to providing suitable
pendlties, Section 1 of theMalicious CommunicationsAct of 1988 prohibitssending any | etter, eectronic
message, or materid that isoffensive, threatening, or indecent and that causesdistressor worry.?

An Analysis of Indian Laws Pertaining to Privacy Protection in Cyber space

Seldom does privacy itself entail making an effort to hide one’s behaviour from the general public.
Simply put, privacy isthe demand that rules pertaining toindividual accountability and public security not
encroach on one’s personal opinions and behaviours that are irrelevant to the general public. Determining the
boundaries of “privacy” is difficult. The phrase “the right to be left alone” was also coined by Warren and
Brand inther landmark law review article from amast acentury ago. Persond autonomy, which encompasses
the different libertarian schoolsthat al so connect freedom with personal sovereignty, isanother term for
privacy. “The life of the law has not been logic: it has been feeling,” as Oliver Wendell Holmes once stated.
Privacy was athemethat had great apped to LouisBrandeis. In an often-quoted dissent in Olmstead v. the
United States (1928)%, the significance of whichwaslater recognized, Justice Brandei swrote:

“Our Constitution’s framers committed to creating an environment that is conducive to pursuing
happiness. They granted, as opposed to the Government, the right to be granted, let alone the most
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extensive of rights and the right most prized by civilized men, since they under stood the importance of
man’s spiritual nature, sentiments, and intellect.

Indialacksadistinct law that isonly focused on data protection, in contrast to the European Union. In
the context of the “Right to Privacy” implied in Articles 19 and 21 of the Indian Constitution, courts have,
however, on multiple occasions construed “data protection” within these parameters. BN Srikrishna, a former
Supreme Court judge, isleading an expert panel that theMinistry of Electronicsand Information Technology
has established to create adata protection law.

This right outside of one’s house is not absolute, just as the right to privacy is not absolute even within
one’s own home. Naturally, one’s expectation of privacy decreases as they go from a private to a more public
sphere. Infact, the courtshave placed agreat ded of stresson striking abal ance between theright to privacy
and other rightswhen attempting to apply thelatter.

The Information Technology Act, 2000 as Amended in 2008: Relevant Provisions

TheInformation Technol ogy Act was enacted in 2000 and has been revised most recently 2008. The
Information Technol ogy (Amendment) Act, 2008 hasadded severa provisionsthat are privacy-centric. Sections
43 ded swith Penalty and Compensation for damageto computer, computer system, Section 66 dealswith
computer related of fences, Section 66-C ded swith Identity Theft or Hacking, Section 66 D provides punishment
for Cheating by Personation by using computer source, Section 66 E deal swith punishment for violation of
privacy, Section 67 C provides Preservation and Retention of information by intermediaries, Section 69
statespowerstoissuedirectionsfor interception or monitoring or decryption of any information through any
computer resource, Section 72 mentionsregarding privacy and confidentiality and Section 72 A dedswith
Punishment for Disclosure of information in breach of lawful contract (Inserted vide I TAA-2008) of the
Information Technology Act, 2000, which relateto computer/cybercrimes. TheAct islackingin many ways,
including: (1) No definition of “sensitive personal data” is clearly defined. (2) The IT Act is silent on Cyber
privacy issues. (3) Thel T Act makes hacking and tampering with computer source an offenceand penalizes
unlawful accessto data. However, does not prescribe any minimum-security standardswhich theentities
having control of datashould comply with except in casesof Persona sensitiveinformation.

The Data (Privacy and Protection) Bill 2017 & 2019

The purpose of the Justice BN ShrikrishnaCommittee wasto examine current concernsand potential
legal safeguardswhile putting forward adraft dataprivacy framework. Thereisastatutory right to privacy
under the Data (Privacy and Protection) Billsof 2017 and 2019. By offering acomprehensiveframework and
suggesting the establishment of the Data Privacy Act, the Bill also seeks to simplify India’s data protection
laws. This Bill has addressed a number of new privacy concerns, including “reasonable expectations,” internet
banking, “due diligence,” “consent criterion,” BHIM (Bharat Interface for Money), and others. The purpose
of the Justice BN Shrikrishna Committee wasto examine current concerns and potential legal safeguards
while putting forward adraft dataprivacy framework. Thereisastatutory right to privacy under the Data
(Privacy and Protection) Billsof 2017 and 2019. By offering acomprehensiveframework and suggesting the
establishment of the Data Privacy Act, the Bill also seeks to simplify India’s data protection laws. This Bill has
addressed a number of new privacy concerns, including “reasonable expectations,” internet banking, “due
diligence,” “consent criterion,” BHIM (Bharat Interface for Money), and others.

Srengthening the Personal Data Protection Bill
The PDPBIll, once enacted, will play acrucid rolein protecting digita privacy inIndia. Howevey, it

must be strengthened to address Al-specific concerns, such asthe use of Al in data processing and the
potentid for Al-driven privacy violations TheBill shouldincudeprovisonsfor theethica useof Al, trangparency
inAl decision-making, and accountability for Al-driven actions. The Persona Data Protection Bill (now the
Digital Personal Data Protection Act, 2023) aimsto create acomprehensive framework for the protection
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and processing of personal data in India. Its primary objectives are ensuring that individuals’ personal data is
safeguarded against misuse and unauthorized access, Striking a balance between an individual’s right to privacy
and the necessity of processing personal datafor legitimate purposes, Mandating that organizations be
trangparent about their data processing activities and hold them accountabl e for any misuse or breaches,
Empoweringindividua sby giving them morecontrol over their persond data, including theright to consent to
dataprocessing and the ability to withdraw consent and establishing clear lega guidelinesand standardsfor
dataprotection, ensuring compliancewith global dataprotection norms.

CONCLUSION

Accordingtoavast number of criminologists, lawsand regulationsthat gpply to traditiona stalkingwill
not be adequateto address cyberstalking. Similarly, while section 354-D of the IPC may cover cyberstalking,
it has little bearing on defending an individual’s inherent right to privacy. However, section 66-Aof the IT Act
only addressed ahandful of the behavioursassociated with cyberstaking; it was not acomplete regul ation.
The Supreme Court findly overturned itin 2015 for violating theright to free soeech and expression guaranteed
by the constitution. But in 2017, the Supreme Court ruled that theright to privacy isan essential component
of theright tolifeand persona freedom. Furthermore, cyberstalking must be protected sinceit infringesonan
individual’s right to privacy and is not a minor offense that can be limited in the context of freedom of speech
and expression. Itismeaninglessto point out that Article 19 itself places|limitationson theright tofree speech
and expression, and that these limitations should not lead to a breach of an individual’s right to privacy.
Additiondly, nolaw hasattempted to diminatethe potentia of privacy violationsbrought on by cyberstalking.
Many cyberstalkers might feel freeto commit thiskind of cybercrimeevenif thereareno laws specifically
prohibitingit. Therefore, it isnecessary to include aprovisionfor cyberstalking whiletaking into account the
risk to one’s right to privacy.

Inconclusion, thefutureof digital privacy inIndiawill depend ontheability of lawmakers, courts, and
society to adapt to the rapidly changing technol ogica |andscape. By addressing the challengesposed by Al,
Indiacan createalegal framework that not only protectsindividua sfrom cyber stalking but al so ensuresthat
digitd privacy remainsafundamenta right inthe ageof artificid intelligence.
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