M ukesh Kumar, Navin Kumar
Page No. 224 - 231

SHODH SAMAGAM

ISSN : 2581-6918 (Online), 2582-1792 (PRINT)

u 0
'.'.‘ "Q.'r
‘yf iq
; 2 v ®
— =

Comprehensive Sudy of Wearablel oT Devicesin Healthcare:
Applicationsand FutureDirections
Mukesh Kumar, Research Scholar, Navin Kumar, Ph.D., Department of Computer Science

Capita University, Koderma, Jharkhand, INDIA

ORIGINAL ARTICLE

-~ - 1 _h AL, o
x ‘ : : :: : i{“g
S 1

> .

Authors

M ukesh Kumar, Research Scholar
Navin Kumar, Ph.D.

E-mail : mukesh.xavierpa@gmail.com

shodhsamagaml@gmail.com

Received on . 16/01/2025

Revisedon . 15/03/2025

Acceptedon . 25/03/2025

Overall Similarity : 09% on 17/03/2025
B

) N

Plagiarism Checker X - Report

Originality Assessment
0,
9%
Overall Similarity

Date: 5 5F Remarks:
Matches: 757 757
Sources: 14

Verify Report:

January to March 2025

www.shodhsamagam.com
A Double-Blind, Peer-Reviewed, Referred, Quarterly, Multi
Disciplinary and Bilingual International Research Journal

ABSTRACT

The Internet of Things (I0T) has been
integrated into various sectors, including
healthcare, smart homes, entertainment,
transportation, and education. New technologies
have always been devel oped by human civilization
to improve the comfort, effectiveness, and utility
of itsway of life. In recent years, there have been
a lot of inventions in technology that have
significantly transformed the healthcare sector. It
has enabled more efficient, accurate, and real -time
patient monitoring. Theexponential growth of loT
wearable devices leads to the requirement to
process results in real time and a better way to
storedata. However, thesignificant increasein loT
devicesand the large amount of data they generate
at the network’s edge have added extra challenges
that conventional cloud architecture with central
repository is not able to handle properly. As a
result, Edge Computing (EC) based IoT is
becoming a modern strategy that offers data
processing and storage closer to the end-users. It
results in real-time response and the patient’s life
could besaved in critical situations. It hasopened
new avenues for continuous health monitoring,
data collection, and analysis through the
employment of variouswear able devices. Although
this paradigm offer suniquefeatures and improved
quality of service, it also introduces tremendous
data security and privacy risks. In healthcare,
providing users with a high level of security is
crucial sincehealth and location data are sensitive.
In this paper, researcher tried to conduct a
comprehensive investigation into security and
privacy issuesin the context of Edge based health
monitoring system, and explored possible
solutions.
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INTRODUCTION

Thelnternet of Things(1oT) isacollective network of interconnected devicesthat are embedded with
sensors, software, and other technol ogiesto collect and exchange dataover the Internet. Inrecent years, the
effidentintegration of theloT with hedthcare sysemshasbrought new avenuesfor continuoushealth monitoring.
TheloT architecturefor healthcareisamulti-layered architecture designed to ensureefficient datacollection,
dataprocessing, dataanalysis, and securetransmission to improve patient care. The major components of
multi-layered architectureareasfollowing:

i. DeviceLayer: It consists of wearable devices such as smartwatches, fitness trackers, and other
sensorsto monitor vital Signs.

ii.  Network Protocol Layer: It consistsof various communication protocol ssuch asZigbee, Bluetooth,
Wi-Fi, and LTE. It ensures smooth and efficient connectivity to the cloud or edge servers.

ii.  Cloud Computing Layer: It consistsof centralized cloud serversthat provide scal able storage and
computationa power for dataprocessingand anaysis.

iv. Application Layer: It consistsof user interfacesfor healthcare providers, patients, and othersto
interact withthesystem.

v.  Security and Privacy L ayer: It cons stsof various mechanismsand a gorithmsto encrypt dataduring
transmission and storage.

Thesedevicescollect real-timedataon vital Signssuch asglucoselevels, heart rates, and other critical
health metrics, and dlow healthcare providersfor red timeinterventionsand more accurate diagnoses. The
wearabl e sensor system istraditionally connected to the cloud and the data can beretrieved and analysed
fromthecloud [Figurel].

Oncedataiscollected, it undergoes processing and analysisto extract va uableins ghts. Medicd sensors
could be connected to externd gatewaysthrough wirdess networksandinformation stored in thecloud could
be accessible to all medical staff. Aremarkable portion of India’s population lives in rural areas where frequent
accessto quality hedth servicesislimited. IoT-based patient hed th monitoring can bridgethisgap by providing
remote monitoring and consultations.
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Figurel: Raspberry P model for Health Monitoring System
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According to astudy report by the Indian Council of Medical Research (ICMR), Itisestimated that the
percentage of deaths caused by Non-Communicable Diseases (NCDs) in Indiahasrisen from 37.9%in
19900 61.8%in 2016". Thefour mgor NCDs cardiovascular diseases (CV Ds), cancers, chronic respiratory
diseases (CRDs), and diabetesare basically dueto unhedthy diet, physical inactivity, and the use of tobacco
and a cohol. Cardiovascul ar diseases and hypertenson aremg or concernsamong theelderly, with prevalence
rates of 34.6% and 32%, respectively. According to areport published by A. Minhas, therearevery few
hospitalsavailablefor such alargepopulationinIndia. It isessential to addressthese challengesthrough
improved healthcareinfrastructure, policies, and support systemsto ensurethe el derly population receives
adequate and timely medica care. The new paradigm of healthcareisadopting loT devices.

Real Time Health Monitoring with Edge Computing Framework

Theamount of information generated by 10T devicesismassive; hence cloud computing hasvirtualy
infinite storage potentia to accommodate such loadsefficiently. Cloud storage solutionslike Amazon S3,
Google Cloud Storage, Azure Blob Storage have been designed specifically for efficient management and
placement of huge datasets. The cloud service providers are responsible for faster analysis and further
propagation of datato the concerned people. However, thisisnot alwayspossibleto get everything ontime
inthe caseof cloud services’. The share of Machine-to-Machine (M2M) connectionsisexpected to risefrom
33%in 2018 to 50% by 2023. M2M connectionswill make up 50% of all connections, with atotal of 14.7
billion connections projected®. Inthe M 2M category, Internet of Things (IoT) deviceshold thelargest share
and aregrowing rapidly. It may becomelife-threatening if the system responsetimeisdelayed for afew
secondsfor heart patients. On average, 70-71 milliseconds arerequired to transfer 1 KB datagenerated by
asensor with 10 Mbpseffective upload speed. Medica sensorsgenerateavast amount of data. For example,
Heart Rate Monitors often collect dataaround 1 HZ and each heart rate reading might beasingleinteger,
approximately 16-bits(2 bytes).

Therefore,
1 sample/secondx 2 bytes/sample=2 bytes/second

It means, approximately 24x60x60x2=172800 bytes of dataneed to betransferred tothecloud storage
inaday. Itisobviousthat patient monitoring needs more such types of sensorsor wearabl esliketemperature
sensors, fitness trackers, gyroscopes, etc. GPS sensors may also be attached to detect patients’ location and
exact position. Thedatagenerated can vary from afew megabytesto tens or even hundreds of megabytes
depending on thenumber of sensors, their sampling rates, and the specific use case. In Edge-based or Edge-
assi sted computing everything rel ated to apatient isnot transferred to the centra repository. Some processing
isdoneat the edge of the network and then only part of the processed datais sent to the central repository. If
something rel ated to apatient needsto beresponded toinreal-timethen that informationisdirectly transferred
to the connected hospital or doctor through edge computing [ Figure 2]. Edge computing bringscomputationd
and processing resources near to the end-users and devicesto perform necessary red-time dataanalysisand
decision-making functionsand to improve resource efficiency by reducing the amount of datatransferred
between theend systemsand centraized cloud servers.

Edge based computing doesn’t mean to complete removal of cloud storage. Actually, Edge computing
issimply placed in between cloud and 0T devicesfor most efficient use of thewhole system. Wearable
devices can detect heart rate abnormalities, blood pressure, body temperature, or glucoselevel sfaster than
legacy technologies. Sensor datafrom an edge computing applicationiscommonly sent longer distancestoa
server. Edge computingistransforming the conventiona method of datagathering and providesnotabl ebenefits
suchas

> Lower latency: Edgebased solutionsoffer alower latency compared to traditional cloud solutions
and some specific eementsof the system design allow for this. Dataprocessing at theedgeresultsin
eliminated or reduced datatravel.
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» Reduced cost: Usingtheloca areanetwork for dataprocessing grantsorganizations higher bandwidth
and storageat lower costs compared to cloud computing.

» High Levd Security/Privacy: Duetothe confidentia natureof heath and locationinformation, itis
important to guaranteeusersahighlevd of security. Someencryption techniquesused on edgedevices
aremoreenergy efficient than others. Onevery popular encryption technique on smart edgedevicesis
eliptic-curvecryptography (ECC).

» Modd accuracy: Inhedthcare systems, they rely on high-accuracy models, especialy for edgeuse
casesthat requirereal-timeresponse.

» Location Awareness. Location awareness is also a critical requirement for health-related 10T
gpplications, sinceit allowsfor the patient to befoundin case of ahed th-related emergency.

»  Wider reach: Internet accessisamust for traditional cloud computing. But edge computing can
processdatalocaly, without the need for internet access.

ECG |
1 dataset

‘ Classification model |

Performance Cvaluation

Figure2: Edge Based Hedlth Monitoring System

Wear able Devices for Health Monitoring

Healthcare providers can use wearable devices for continuous monitoring of patient’s health metrics to
monitor different health metricsether continuoudy or periodically. Thewearabledevicesprovide persondized
datathat reflect the unigue health status and needs of each user. Recently, CardicSense, amedical grade
smartwatch, got approva from thendian Regulatory Authority Central Drug Standard Control Organization
(CDSCO) under theHedth Minigtry of Indiat. Inthe diagnosisand treatment of cardiovascular arrhythmias
such astachycardiaand bradycardia, the ECG istheinitid point of reference. Skin-based devicesarewearable
technol ogies designed to capture health parametersdirectly through the skin. Electronic skins (tattoo) are
extensvely utilized to detect electrica and physica parameters, including ECG The ECG iseas est to detect
asit hasavery high amplitude and can capture el ectroni c frequenciesthrough skin directly. A tattoo-based
ECG monitor hasée ectronic componentsbuilt on graphene[Figure 3]. It isa so possibleto get blood pressure
reading continuously using graphene-based e- tattoos. The graphene has high stretchability and optical
trangparency. Thisproperty makesit light enough to beembossed on skin, like atattoo. The necessary power
could begenerated by ultra-thin batteriesembedded with tattoos or by techniques such aspiezoelectricto
convert body movement and heat into e ectrical energy. The TempTragisaClass|l medicd devicethat has
been cleared by the FDA, offering healthcare providers continuoustemperature monitoring solutioninthe
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form of asoft, comfortable, disposable patch®. Thereisonemoreskin patch, FreeStyleLibre, itisthemost
effective and painlessway to monitor blood glucoselevels. A very thin patch isapplied under your skin,
preferably on back of your upper arm, and measuresyour interstitial fluid. Your blood glucoselevel canbe
monitored without having to prick your finger every time. Polymer-based microfluidic devi ces, paper-based
microfluidic devices, and micro sized needlesknown as microneedles are frequently used for this purpose.
Sensorsthat are sdlf-powered, such aspiezod ectric nanogenerators (PENG) and triboel ectric nanogenerators
(TENG) arerevolutionizing the hedthcaredevices.
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Figure 3: GrapheneTattoo Based Sensors

Now we discussthe main desirablefeatures of wearable devicesrequired for standard healthcare
sysdems
» WirdessMobility: Thewearabledevicescomewith wirel esstechnol ogieslike Bluetooth, Wi-Fi,
and occasionally cdlular connectivity, alowing them to transmit datato other devices. Patients can
wear these devicesand movefreely without being tethered to stationary equipment.

» Interactivity and Intdligence Thewearablesmust have user interfaces (liketouch screensor physica
buttons) that allow userstointeract with the device, input data, receive feedback, and adjust settings.
Thewearabledevicesaretypically designed to be easy to use, with intuitive interfacesand minimal
Setup required.

»  Sustainability and Dur ability: Thewearablegadgets necessitate durability and reliability. They must
be capable of managing daily wear and tear. The devicesare generally water resistant with robust
casing and with energy efficient functioning.

Privacy and Security Challengesin Edge-Centric Health Monitoring Systems

Edge-Centric (EC) |0T based health monitoring systems offer real-time dataanalysis and reduced
latency, but they al so present several security concerns. These systems collect sensitivehealth data, making
them aprimetarget for cyberattacks such as data breaches, unauthori zed access, and ransomware. Attackers
may al so changethetraining process of machinelearning modelsof EC nodes by injecting misleading data
sets. Thehedthcareindustry isthemost targeted industry for databreaches, with over 470 healthcare breaches
reportedin 2020° , exposing over 37.5 million sengitiverecords. Anthem, one of thelargest healthinsurersin
the United States, suffered acyberattack resulting in the exposure of persona information of approximately
78.8 millionindividuds, including names, socid security numbers, and medicd IDs. Anthemwill pay a$39.5
million’ settlement in connection with the state Attorney Generals’ investigation. The year 2023 witnessed an
unrelenting surgein cyberattackstargeting healthcare organi zations, resulting intwo significant milestones: the
highest number of reported data breachesand thelargest volume of breached records. Duringthisperiod, a
total of 725 databreacheswerereported to the OCR, compromising or unlawfully exposing over 133 million
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records?. Edge-Centric 0T based Health Monitoring Devicesare vulnerableto security risksat various
layerslike perception layer, network layer and application layer.

>  Perception Layer: Thislayer isresponsiblefor collecting datathrough sensors, RFID tags, GPS or
other smart sensors. Unencrypted dataat thislayer can beintercepted easily. 0T health deviceshave
limited power supply and resourcesfor processing. Encrypting data bef ore transmission may slow
down the communi cation speed.

» Network Layer: Thislayer handlesthetransmission of collected datato other devicesor thecloud via
communication protocolslike Wi-Fi, Bluetooth, Zigbee, NFC or 5G. Attackers may intercept data
during transmission or disrupt communication by overloading the network (DoS). Inmedica [oT devices,
each deviceiscapable of re-routing and amplifying, and thereforeit creates new opportunitiesfor
attackers’.

> Application Layer: Thislayer processesthe dataand providesuser interfaceslike dashboards, mobile
apps, or alerts. In this layer, attackers may inject false data to be shown on user’s dashboard. The
human factor isa so very important at thislayer.

1.  Strengthening Security in Edge-CentricloT Devices

Here, researcher discussthe strategies and solutionsthat could be used for security enhancement and
toavoid privacy attacks. First, we should detect hardware/softwareintrusion with edge devices. It could be
doneby obsarving unusud behaviour of nodeslikeg gnificant increaseinther executiontime, power consumption
or heat emission. We can also embed physically unclonabl e function (PUF) into the circuit which detects
trojan activities. Other mechanismsthat could beemployed arelisted below:

a) Frequent updatesfor thefirmware.

b) Authenticandreliablerouting protocal.

c) Useof energy efficient encryption/decryption techniques especially designed for edge devices.
d) Decentraisation of information or even combining edge computing with blockchain technol ogy.
€) Multifactor Authentication.

2. SafeguardingPrivacy in Edge-CentricloT Devices

Thenext bigger concernisrelated to privacy. Edge devicesthat constantly monitor our activitiescan
create detailed profilesof our behaviour, preferences, and routines. Hedlth-rel ated dataishighly sensitiveand
subject to strict privacy regulations. One notableexample of adataleak in Indiarelated to health information
is the “Aarogya Setu” app incident. The Aarogya Setu app was launched by the Indian government in April
2020 asacontact tracing tool to help contain the spread of COVID-19. In some of the mediapublications'®,
it was reported that asecurity vulnerability in the Aarogya Setu app exposed the personal health data of
millionsof users. Theincident raised concerns about the security and privacy of hedlth-related datain digital
hedlth platformsand the potentia for unauthori zed access or misuse[18]. Manufacturersof health monitoring
edge devicesshould prioritizetransparency and provide clear and explicit consent mechanisms.

CONCLUSION

Edge-based hedthcare monitoring devices have revol utionized theindustry by enabling red-time data
analysis, personalized insights, and better patient care. These benefits comewith security risksthat require
careful attention. As technology advances, cyber threats such as data breaches, malware attacks, and
unauthorized access become more prevalent. Protecting sensitivehedlth dataiscrucid, asthesedevicescan
have vulnerabilitiesthat may expose patient information and compromise privacy. Ensuring transparency in
datahandling, enforcing clear privacy policies, and educating users play akey rolein safeguarding edge-
based healthcare monitoring devices. Awareness and proactive strategies are essential to managetheserisks
and ensuring asecuredigital environment. Artificial Intelligence (Al) and machinelearning agorithmscan
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greatly enhance security by detecting patterns, identifying anomalies, and predicting vulnerabilitiesin systems.
There should be continuousimprovements, stronger collaboration, and robust regul ationsto protect patient
privacy and datainstead of discouraging theuseof such atransformativetechnol ogy.
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